Company Background:
DGB Bank is a licensed commercial bank in Cambodia and a member of DGB Financial Group in Korea listed
on Korea Stock Exchange. Candidates meeting the following conditions are kindly invited for interview to join
the Bank.
Job Location: Phnom Penh
Job Title: IT Security Manager
Responsibilities:
 Design, implementation, documentation and publishing the IT security policies within bank.
 Advise on IT security issues and make recommendations for action.
 Monitor and manage significant security issues/breaches, taking remedial action where possible
 Develop training material for the IT Awareness program.
 Responsible for conducting the IT Awareness program for internal staff and for customer via social media.
 Ensure that all new implementations of solutions are compliant with the IT security requirements; ensuring best
practice is always followed.
 Monitor and ensure that appropriate levels of security exist in the following IT areas but not limit to PC’s,
client server, LAN, WAN, broadband networks, web environments, firewalls, IP telephony, disaster recovery,
financial … etc.
 Ensure the confidentiality and integrity of data at rest or while in transit between end point devices, servers and
other systems including any data at rest on hosted, third party systems where IT have been involved.
 Arrange and manage the design and execution of vulnerability assessments, penetration tests and security
audits.
 Prioritize IT risks and manage projects based on severity of risk and noncompliance.
 Ensure compliance with appropriate IT Policies.
 Investigate, respond and report on IT security incidents.
 Perform other tasks to further IT security that can be assigned by line manager.
Requirements:









Bachelor degree of IT, Computer Science or other related field.
2 year experience implementing and maintaining the security policies for Cisco and/or other firewalls devices.
Holding any ICT Network (CCNA/ CCNP) related training certification is plus.
Experienced in any monitoring tools
Have a good understanding of networking and routing protocols, including TCP/IP.
Knowledge of IT auditing processes.
Good in analytical skills.
Good verbal and written English skills to present to senior management.

Remunerations:
Competitive salary with benefit packages, including two months’ bonus of basic salary, lunch, allowance, insurance,
uniform, etc.
How to apply:
CV with self-introduction letter to the following address: Nº 689B, Kampucheakrom Blvd, Sangkat Teuk Laak I, Khan
Toul Kork, Phnom Penh, Cambodia.
Tel : 023 999 990, Email : hr@dgbcambodia.com
Only short-listed candidates will be invited for interview.

